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Exchanging cryptographic kKeys
with a remote machine




Configuring your .ssh/config file
Generate an SSH Key Pair

On your local machine run

ssh—-keyvgen -t rsa

This creates two files
« ~/.ssh/id rsa (this is a private key, keep it safe)

¢« ~/.ssh/id resa.pub (this is the public key, the one you share with others)



Configuring your .ssh/config file
Copy the Public Key to the Remote Server

We now send the public key to the remote server with

ssh-copy-id -1 ~/.ssh/1d rsa.pub user@remote host

This appends your public key to ~/.ssh/authorized_keys on the server.



Using an alias for the remote
machine




Using an alias for the remote machine
Configure the ~/.ssh/config File

Now we we open (or create) the file with

, Host myserver
nano ~/.ssh/config

And fill the following information -> HostName remote_host_or 1p

User your username

myserver IS an alias for the server ForwardXll ves

remote host or ip is the direction (e.g.

machinename.astro.puc.cl) You can add as many hosts as you
ForwardX11 allows streaming graphical Want. appendlng them to the .ssh/
interfaces or windows config file



Using an alias for the remote machine

Test the Connection

Now you can connect simply by:

ssh myserver Host workserver

HostName work.example.com

You can add multiple servers In User workuser
the same ~/.ssh/config with
different Host aliases. Host cluster

HostName cluster.example.edu
For example ->

User hpcuser



Setting up VSCode



Setting up VSCode

Download

Download VSCode from here

https://code.visualstudio.com/

And Install It
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Setting up VSCode

Documentation

docs

https://code.visualstudio.com/

docs/introvideos/basics
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Setting up VSCode

Installing the ssh extension

Go to the left tab -> Extensions

Search for the Remote-SSH and
Remote Explorer and install
them

S
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REMOTE EXPLORER Re

Setting up an ssh connection T

Go to the Remote Explorer tab in
the left tab (computer icon)

Visual Studio

. . . SSH

Click the + sign in the SSH
dropdown menu o
Write ssh “your remote machine”
to add a new host el
Given that you already shared
passwords, it shouldn’t ask for a
paSSWOrd again il > HELP AND FEEDBACK « Debug an applicati



Setting up VSCode

First connection

Click myserver = Connect to
Host in Current Window

VS Code auto-installs server bits
under ~/.vscode-server/

When prompted: accept host
key (one time)

REMOTE EXPLORER
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Setting up VSCode

Open Folder & Trust

File =@ Open Folder... (remote
path, e.g. /lhome/username)

Click Trust for that workspace

You now have: remote
Explorer, Terminal, Git, Python

envs
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Setting up VSCode

Opening a terminal

Un pack regroupant les extensions du progr...
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Setting up VSCode

Extensions

EXTENSIONS: MARKETPLACE

jupyter

R Jupyter
VSCOde haS a market for many userI jupyter  Jupyter notebook support, interactive progr...

" . ;—/ % Microsoft £33

things:

R Jupyter Keymap

jupyter  Jupyter keymaps for notebooks

o~ % Microsoft $o3

- Jupyter notebooks

Jupyter Notebook Renderers
Renderers for Jupyter Notebooks (with plotl...

% Microsoft £33

- Python tools

Jupyter Cell Tags

- Visualizing pdfs, csv’s, and other files I gner Co legs suportfor¥s Gode
. o Jupyter Slide Show
- N ICe CO|OF themeS 1@&: Jupyter Slide Show support for VS Code
£ Microsoft £32
_ " mes Jupyter Theme
IA aUtOCOm pletl ng tOOIS ameee A colour theme based around Jupyter and K...
v’ )
SamCoding $o3
- And mUCh mOre Jupyter{depreeated} 81K % 3.5
% Data Science with Jupyter on Visual Studio ...

Don Jayamanne FAN






